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Abstract
Infrastructure is the network of physical structures and information that support a continual flow of goods, information, and services. Infrastructure is essential to maintain quality of life, economic growth and national security. Possible disruptions to services supported by physical infrastructure can affect the functions of daily life, businesses and government activities. Such disruptions can also have cascading or escalating effects throughout a country’s economy and social infrastructure. This paper introduces the basic concepts of infrastructure interdependencies and critical infrastructure management compared with infrastructure management concepts applied to a single type of infrastructure, the need to capture the complex interactions between different types of infrastructure, and the recent advances in critical infrastructure management.
Introduction
Increased attention to the subject of critical infrastructure is linked to increased awareness of vulnerability. Events such as the September 11, 2001 attacks on the World Trade Center and the Pentagon, and Hurricane Katrina in 2005 demonstrated the high vulnerability of United States infrastructure. In December 2003 the Homeland Security Presidential Directive in the United States established a national policy for federal departments and agencies to identify and prioritize critical infrastructure and key resources to protect them from terrorist attacks. 
A literature review focusing on the state of art on infrastructure management reveals a series of challenges in responding to current demands in security, development and quality of life. The relationship between the concepts of infrastructure management for a single type of infrastructure and critical infrastructure management is captured in the maintenance and improvement decisions that are made. The complexity in analyzing critical infrastructures includes infrastructure interdependencies, networks and modeling. 
Around half of the world’s people now live in urban areas, and this mean that for humans to live in urban areas, there must be basic infrastructure satisfying needs for water, food, shelter, and sanitation. With economic development being the goal, the infrastructure must also provide power, transportation, and communications. Improved infrastructure systems within urban centers and in the peripheral areas are necessary to support urbanization, a process that appears to be unstoppable. However, the critical infrastructure management process requires consideration of several variables and constraints including budgets, politics and policies and technology. 
This paper draws from the literature to introduce the basic concepts of infrastructure interdependencies and critical infrastructure management compared with infrastructure management concepts applied to a single type of infrastructure.  The paper begins with a presentation of infrastructure concepts and the role of infrastructure. The following section introduces the concept of infrastructure interdependencies including defining relevant terminology, outlining the process of infrastructure management, and presenting issues for decision makers. The subsequent section focuses on critical infrastructure management including examples and policy, technology and processes for addressing critical infrastructure management issues. A final section presents some conclusions.   The paper concludes that there are evolving management alternatives and new technologies to address changes in the spectrum and specifics of threats to critical infrastructure. 
WHAT IS INFRASTRUCTURE AND WHY IS IT IMPORTANT?
Hudson et al (1997) define infrastructure as the “physical systems or facilities that provide essential public services, such as transportation, utilities (water, gas, electricity), energy, telecommunications, waste disposal, park lands, sports, recreational buildings, and housing facilities. Infrastructure consisting of physical systems can be owned and managed by either or both public agencies and private enterprises.”
The literature provides numerous other definitions of infrastructure. The following sources illustrate the different emphases that can be placed the physical elements, and the functions:

· The Associated General Contractors of America (AGCA) describe the importance of  infrastructure as follows (Hudson et al, 1997): “The nation’s infrastructure is its system of public facilities, both publicly and privately funded, which provide for the delivery of essential services and a sustained standard of living. This interdependent, yet self-contained, set of structures provides for mobility, shelter, services, and utilities. It is the nation’s highways, bridges, railroads, and mass transit systems. It is our sewers, sewage, sewage treatment plants, water supply systems, and reservoirs. It is our dams, locks, waterways, and ports. It is our electric, gas, and power-producing plants. It is our court houses, jails, fire houses, police stations, schools, post offices, and government buildings. America’s infrastructure is the base upon which society rests. Its condition affects our life styles and security and each is threatened by its unanswered decay.” Transportation is one of the seven groups of physical facilities and related services that can be categorized as infrastructure. 
· Button (2002) explains that infrastructure is commonly discussed in terms of its characteristics: longevity, scale, inflexibility, and higher investment costs, but these characteristics are not sufficient. Its meaning has been shifting from one focusing on physical fixed assets (public utilities) such as roads, airports, sea ports, telecommunications systems, sanitation and others in economically advanced parts of the world, to the notions of softer types of infrastructure such as information systems and knowledge bases. 

· Different social sciences also define infrastructure differently. For example, economics describes “infrastructure of a state denotes underlying capital accumulations, embodied in such things as roads, communications systems, and other capital items, including, on some accounts, such intangibles as education and law.”(Scruton, 1996, p262) Geography focuses on the physical structure: “the basic structure, the framework, the system which supports the operation of an organization (for example, the power and water supplies, the transport and communication facilities, the drainage system), which makes economic development possible, the basic capital investment of a country or enterprise.” (Clark, 1998, p202)
· Robertson and Sribar (2006) see infrastructure as relative term. Infrastructure can mean the structure beneath a structure, implying different layers of structure, which metaphorically provide support or services. In the physical world, infrastructure refers to public utilities, such as water, electricity, gas, sewage, and telephone services, that can be represented in terms of layers. Each layer of infrastructure has certain characteristics such as:

· Supporting structure shared by a larger audience, more static and permanent, distinct lifecycle (plan, build, run, change, exit), distinct ownership and the people who execute the lifecycle;

· Service  including people and processes involved in support, not just a physical structure or device; and
· Physical connection to the structures that the infrastructure supports. 
Taking these definitions one step further, Homeland Security defines critical infrastructure as those "systems and assets, whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters." (Homeland Security, 2002)

So, why is infrastructure so important? Infrastructure is the network of physical structures and information that support a continual flow of goods, information, and services. Infrastructure is essential to maintain quality of life, economic growth and national security. The promotion of sustainability and economic development including the provision of a well-maintained infrastructure system including roads, air and water ports, public utilities, water facilities, public buildings and schools are important functions of government. (California, 2006, Sabo, 2004)
A very strong association exists between infrastructure and economic development in terms of per capita gross national product (GNP) and road infrastructure. Road transport plays an essential role in economic activity in marketing agricultural and manufactured products and providing access to health, education, and other services. A country with a good road system has a competitive edge in moving goods efficiently and economically. Decline in maintenance and capital improvement investments may significantly affect the condition and adequacy of the infrastructure. Recent studies considering catastrophic failures have focused media attention on America's infrastructure poor condition, which can be a threat to public health and safety and jeopardize the U.S. economic productivity. It is imperative to address sustaining to the Nation's infrastructure through assessment, rehabilitation, and repair of existing infrastructure, besides other initiatives. (Hudson, 1997) 
The importance of infrastructure is underscored when catastrophic events occur. “Natural disasters (earthquakes, floods, hurricanes, tornados, volcanic eruptions, ice storms) and serious incidents (fires, riots, terrorist attacks) damage infrastructure heavily and disrupt essential services and business activities.” (Hudson, 1997) For example, hurricane Andrew (1992) in South Florida, the bomb explosion in World Trade Center, New York City (1993), and hurricane Katrina caused significant disruption.  
Specifically, transportation infrastructure, which is also deteriorating at an alarming rate, is extremely important to the economic well-being of the United States. The infrastructure impacts the Nation’s competitiveness. Understanding infrastructure’s use and condition throughout the life cycle, the mechanisms through which the infrastructure deteriorates, and the relationship to strategies for rehabilitation and reconstruction is key. These tasks require an immense amount of information, and mechanisms to promote widespread dissemination of engineering information to both engineers and public officials including costs, community impacts and technical alternatives. (Hudson et al, 1997)

INFRASTRUCTURE INTERDEPENDENCIES AND MANAGEMENT

To understand the concept of infrastructure interdependencies and management, this section begins by reviewing the infrastructure management process then presenting the terminology related to interdependencies. Building on these concepts the types of decisions and how they fit into infrastructure are described. 
The Infrastructure Management Process
Hudson et al (1997) presents management as “coordination and judicious use of means and tools, such as funding and economic analysis to optimize output or accomplish a goal of infrastructure operation. Infrastructure management includes the systematic, coordinated planning and programming of investments or expenditures, design, construction, maintenance, operation, and in-service evaluation of physical facilities. Broad process covering activities involved in providing and maintaining infrastructure at a level of service acceptable to the public or owners, …, information acquisition to planning, programming, execution of new construction, rehabilitation, and renovation – details of individual project design and construction to periodic in-service monitoring and evaluation.” (Hudson et al, 1997)
Infrastructure management for a specific type of infrastructure deals with deterioration assessment technologies, renewal engineering, and advanced tools for effective project management and financial reporting (Rix et al, 2006). Its process, as presented by Hudson et al (1997), deals with planning and design, “construction and acceptance testing, periodic condition assessment, and maintenance and improvement programs during the service life.” 
Infrastructure Interdependencies
America’s social and economic infrastructure rests on the base of its physical infrastructure and the natural environment. Infrastructure systems provide essential services including mobility, shelter, and utilities, and help sustain a high standard of living. These systems consist of a set of structures or networks of facilities that are interdependent. Their condition affects our life styles and security. Therefore a network concept to address the current challenges brought by nature or man-made events requires owners, operators, and government to work together at all levels. Figure 1 illustrates the connection between these elements. Understanding these complex systems requires defining terms such critical infrastructure protection, dependency, interdependencies, failure and interaction as follows: 
Failure is a deviation from the expected service from the system. Failures relate to how the outcomes of the system behavior and functionality are conveyed to the other through connected systems and final users perception of this.
Interaction can range from simple to complex, according to the impact that incidents in one system can have on events happening in the other connected system. Simple interactions are when the links among components of the two systems are known. High complexity interactions can give origin to failures when the interactions between two systems go beyond a particular threshold.

Critical-infrastructure protection is the study, design and implementation of precautionary measures aimed to reduce the risk that critical infrastructure fails as the result of war, disaster, civil unrest, vandalism, or sabotage. (Wikipedia, 2006) Critical infrastructure protection looks to the smooth functioning of government at all levels, and society as a whole, considering activities, logistics and behavior of institutions and people. 
Vulnerability is defined as weaknesses in a system’s components that could jeopardize the system dependability. Vulnerability is any aspect of a system that makes the system more prone to or more exposed to malicious or accidental threats, or that makes an attack or failure more likely to have significant impact. Vulnerability is an intrinsic shortcoming or imperfection in the design or operation of a system that does not affect the primary purpose of the system. 
Dependency means that one system is dependent on a second system. The degree of dependency is strongly determined by the behavior of the other system: the system will not only suffer failures initiated by purely internal faults, but some will be prompted by the behavior of the second connected system. Understanding the interfaces and capabilities of both systems includes system interactions, complexities and coupling. 
Interdependency is the dependence on information flow, shared security, and physical flows of commodities between and within different infrastructure systems (Haimes et al, 2005, Peerenboom, 2006). The framework for infrastructure interdependencies research is based on some principles (Kelly et al, 2001):

· use of Complex Adaptive Systems (CAS) for infrastructure analysis;

· demonstration of emergent behavior in infrastructure (actually not able to predict);

· complex infrastructure interdependencies;

· holistic analysis in multiple dimensions.

Some important considerations in the analysis of interdependencies are:

· interdependencies increase with more reliance on information technology and telecommunications;

· interdependencies are bigger than any individual, public or private-sector companies;

· interdependencies allow different ways of connection in terms of scale and complexity (local, regional, national, international);

· interdependencies allow for the possibility to analyze multiple events involving interdependent infrastructures;

· understanding interdependencies implies in the examination of multiple dimensions.

Infrastructure interdependencies can also be described in different dimensions as presented in Table 1. Some practical issues in understanding interdependencies relate to the infrastructure operations. Interdependencies change as a function of outage duration, frequency and other factors, and the relation between critical infrastructures and community assets. The presence or absence of backups and other mitigation mechanisms reduce or exacerbate interdependency problems and the reaction and understanding interdependency of business, government and other organizations. (Kelly et al, 2001)
Issues for Decision Makers: Failures and Decision Making
Understanding the potential for component or system failures relates to vulnerability. Vulnerabilities in network systems are frequently a system feature that in particular contexts can be altered and become the source of a failure. When system use exceeds its capacities or unforeseen negative interaction occurs with other interconnected systems problems appear. Assessing vulnerability of a certain feature has to make reference to the design expectations related to reliability and life cycle behavior, and to consider its integration into a system of systems (SoS) within the network environment. Vulnerabilities generated from the interconnectedness among systems require control with the capability to respond to changing missions and dependability requirements.

One of the consequences of interdependencies is that large-scale failures (that may be in areas geographically remote from the original problem) and failures in seemingly unrelated business can occur. Amin (2000) argues that this is why infrastructure needs to develop the ability to self-heal and self-organize at the local level, in order to mitigate the effects of such disturbances. Avoiding failures in our critical infrastructure is a challenge because of their large-scale, nonlinear, and time-dependent behavior; and because mathematical models of such systems are typically vague or non existent, and in most cases there are no methodologies for understanding the complex systems behavior. The control of these systems is also a challenge because the number of components and types of possible interactions surpass what a central system could hope to manage.

The “war on terrorism” changed project priorities and provoked a spending shift in public sector projects worldwide. All business sectors have to adjust to this different reality where project risk can drive global and regional financing decisions. Complex proprietary risk-rating models form part of the solicitation process or the evaluation process required for project financing or funding. Risks must be evaluated and categorized as either project specific or context-specific (for both initial project execution and ultimate project operations) as shown in Table 2. (Galloway and Fellow, 2003)
Infrastructure Management

Management decisions must be made every day in public agencies for project development, financing, construction, and maintenance. Infrastructure management is the systematic, coordinated planning and programming of investments or expenditures, design, construction, maintenance, operation, and in-service evaluation of physical facilities. Information ranging from details of individual project designs and construction, to periodic in-service monitoring and evaluation and costs is required to support the various decisions.  
Infrastructure management systems (IMS) consists of the operational package (methods, procedures, data, software, policies, decisions, etc) that link and execute the activities involved in infrastructure management to optimize the use of available funds while maximizing the performance and preservation of assets.

The threat of catastrophic terrorism has created a new relationship between national security and routine business decisions in private firms providing infrastructure services, which managers seek efficiency increase. These facts and concepts describe the state of art on infrastructure management which presents several elements and a series of challenges in responding to current demands in security, development and quality of life.
The relationship between the concept of infrastructure management for a single type of infrastructure and critical infrastructure management for interconnected systems occurs in the decision making process. Decisions in one system can affect the performance of another system. Analyzing critical infrastructure requires recognizing the inherent complexity of infrastructure systems including infrastructure interdependencies, and networks. Several types of infrastructure can be interconnected through a network, one depending on another to function well as a system. 
CRITICAL INFRASTRUCTURE MANAGEMENT
Effectively management our critical infrastructure requires a mix of new policies, technologies and processes. This section provides some examples of the complex interdependencies in our critical infrastructure and the review some of the policies, technologies and processes that are emerging to help address critical infrastructure management issues. 
Critical Infrastructure Cases
The complexity of interdependencies and interconnectedness in critical infrastructure systems is best illustrated by example. In January 1991, a severed fiber telecommunications cable eliminated 60% of the long-distance calls into and out of New York City. Subsequent disruptions of voice and data traffic disabled air traffic control functions in New York; Washington, DC; and Boston. The failure also disrupted trading operations at the New York Mercantile Exchange and several commodity exchanges. (Thomas, 2005). 
In fact several examples are cited in the literature,  including  electric power failures  (Amin, 2000), water reuse opportunities to improve efficiency and reduce vulnerability (Heller, 2001), and disruptions to critical infrastructure services due to the 2001 World Trade Center attacks (Mendonça and Wallace, 2006)
Transportation is a critical infrastructure in need of effective security because of potential for system degradation due to neglect, the impact of natural hazards such as earthquakes, floods and hurricanes and the opportunity for terrorist attacks on the United States via the global transportation logistics network. The US transportation infrastructure was built to accommodate different patterns of goods movement and passenger travel. Today the transportation system faces challenges in providing the necessary levels of efficiency and reliability in goods movement. Most major freight nodes are located in cities—ports, airports, and railheads. They are the origins and destinations for most shipments where freight must compete with passenger traffic for transportation facilities. Facilities’ limitations affect the movement of both goods and people. “The effectiveness and efficiency of the freight transportation system depends on reliable data to inform a range of decisions at all levels of government and in the private sector.” Wilson (2004) presents some policies issues that affect freight transportation:
· Alleviation of congestion in suburban and inner city areas;

· Regulations developed for safer and more cost effective approaches to the shipment of hazardous materials;
· Security enhancement without impeding the timeliness of goods movements.

The potential for acts against the freight infrastructure is enormous. The nation’s freight transportation infrastructure is largely privately owned railroads and fleets having an important influence on the transportation system as a whole. For a comprehensive picture of the flow of freight, a national freight data framework can present opportunities to enhance the security of goods movement by identifying vulnerabilities. Data on routing and time of day for bulk shipments of hazardous materials could be used to identify high-risk scenarios and to initiate appropriate security measures, or serve as a baseline for identifying anomalies that indicate possible terrorist activity. (Wilson, 2004)
Strategies to Manage Critical Infrastructure 
Current focus on critical infrastructure vulnerabilities is principally due to problems related to attacks or disasters leading to a complex management situation, such as the events of September 11, 2001 attacks on the World Trade Center and the Pentagon, and Hurricane Katrina in 2005. Disruptions could affect directly the functioning of key business and government activities, facilities, and systems, and have cascading or escalating effects throughout the country’s economy and society. 
In December 2003 the Homeland Security Presidential Directive in the United States established a national policy for federal departments and agencies to identify and prioritize critical infrastructures and key resources to protect these elements from terrorist attacks. Directions to prevent or minimize the impact of future attacks or disasters on physical and cyber infrastructure systems included research and development in science, engineering, technology, and new policies.

Work to identify vulnerabilities at the scale of individual firms, of industries, and more of geographical regions has increased since 9/11. Recent improvements include the use of LEDs with trickle-charged batteries at traffic lights to reduce the possibility of failure during a blackout; and rerouting trains carrying toxic and explosive materials around cities. Other proposals are at a much grandeur scale. Jiang et al (2006) proposes to develop an Infrastructure Web system with four types of basic distributed components: directory service, infrastructure server, sensor web and emergency information search server.  Other examples have been proposed to reduce vulnerability (National Research Council, 2002). 
However, protection per se should not be the goal for critical infrastructure comprehensive public policy. Increased protection can simply shift the focus of one terrorist to other target less heavily fortified. Protection happens not for the infrastructure itself but for the services it provides. The policy goal with regard to terrorist threats should be to build capabilities for prevention of attacks that interrupt services and for effective response and rapid recovery when such attacks do occur. (Auerwald et al, 2005)
To protect critical infrastructure effectively, it is necessary to have a system in place that can monitor and manage these very large, complex and dynamic networks. A variety of tools have been developed to support this effort. Examples include:

· Computational grids serve as an environments that enables an application to integrate geographically distributed instruments, sensors, data products, displays and computational and information resources.(Jiang et al, 2006, Williamson, 2001)
· Probabilistic Risk Assessment (PRA) evaluates the risks in high-consequence systems such as nuclear weapons and nuclear power generation plants. The tool is used to assess the risks in critical infrastructure systems such as dams, water utilities, chemical plants, and power plants. (Varnado, 2002))
Modeling and simulation effort are essential and can lead to the ability to define the critical nodes at the system level, identify consequences of outages, and define optimized protection strategies. Vulnerability assessment from a systems perspective can identify the critical nodes on the network and evaluate the consequences of disruptions. The sharing of information between the private sector and the government constitutes an issue which delays some of the possible improvements in critical infrastructure protection and management.

CONCLUSION

Infrastructure supports economic development by providing power, transportation, and communications. Improved infrastructure systems within urban centers and in the peripheral areas are necessary to support urbanization. The process towards critical infrastructure management recognizes the variables and constraints that impact budgets, political will and policies, and management systems.

Disruptions in any component of critical infrastructure can jeopardize the continued operation of the entire infrastructure system. Many of these systems are vulnerable to physical and cyber threats and to failures induced by system complexity. The nation’s critical infrastructure has very interdependent operations, increasingly linked and automated. Failures can cascade into a widespread, crippling, multi- infrastructure disruption today. Currently there are no tools that allow understanding of the operation of these complex, interdependent systems. It is difficult to identify critical nodes and determine the consequences of outages, and optimize mitigation strategies. Protection of the US infrastructure is difficult because of its size and complexity. Cyber security and physical combined attacks could generate terrible consequences.  At the same time institutional issues are arising. Strategies for sharing sensitive information between the private sector and the government are still needed. New institutions created by policies focused on critical infrastructure protection and homeland security are still evolving. 

Interdependencies create high consequence potential for cascading failures. Interdependencies cause the infrastructure to behave as a complex system whose behavior is difficult to predict and to interfere in case of disasters, emergencies or terrorism. Additional research in cyber security techniques and development of additional simulation and modeling capability of the behavior of complex systems are required. 
There are many possible management alternatives for critical infrastructure. Changes in the spectrum and specifics of threats over time as well as changes in critical infrastructure technologies over time require more flexibility. 
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	DIMENSIONS
	Dimensions Description

	Type of Failure
	Cascading, escalating, common case.

	Infrastructure Characteristics
	Organizational, operational (infrastructure reaction – stresses, perturbed), temporal (constants, scales of interests), spatial (components – part, unit, subsystem, system, infrastructure, interdependent infrastructure; geographic scale – cities, regions, national, international).

	State of Operations
	Normal, stressed/disrupted, repair/restoration.

	Types of Interdependencies
	Physical, cyber, geographic, and logical.

	Infrastructure Environment
	Economic, business, public policy, legal and regulatory, technical, security, social/political, health/safety.

	Coupling (dual action) and response behavior
	Degree (loose/tight); interaction type (linear/complex); response behavior (inflexible/adaptive).


	Project-specific risks
	Context-specific risks

	Delivery and operational risks, technology risks, financial risks, contracting risks, political risks, environmental risks, social risks, and economic risks.
	Political, environmental, social, economic (project macroeconomic effect on the community and region).


Figure 1 Civil infrastructure systems in support of society and the environment (Modified from Grigg, 1988). 

TABLE 1 Infrastructure Interdependencies Dimensions


TABLE 2 Risks Categories










